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Summary

In April, more than 1105 new vulnerabilities were discovered and addressed within the
Linux ecosystem, impacting several major distributions such as Debian, Red Hat,
OpenSUSE, and Ubuntu. During this period, over 1555 vulnerabilities were also
highlighted, with corresponding hotfixes or patches released to resolve them. These
vulnerabilities span from information disclosure to privilege escalation to code
execution. HiveForce Labs has identified 22 severe vulnerabilities that are exploited or
have a high potential of successful exploitation, necessitating immediate attention. To
ensure protection, it is essential to upgrade systems to the latest version with the
necessary security patches and appropriate security controls.

Threat Distribution

M Privilege Escalation M Denial of Service
m Code Execution B Information Disclosure
Adversary Tactics

Impact Collection Execution M Credential Access M Defense Evasion
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¥t CVES

AFFECTED
CVE NAME PRODUCT Impact Attack Vector

Apache Tomcat
WebSocket Payload
CVE-2020-13935  Length Denial of
Service
Vulnerability
Apache Tomcat
HTTP/2 Request
Header Mix-up Debian, Ubuntu,
Information SUSE
Disclosure
Vulnerability
Apache Tomcat
Error Message
Sensitive Debian, Ubuntu,
Information SUSE
Disclosure
Vulnerability
MongoBleed
(MongoDB and
MongoDB Server
Improper Handling Ubuntu, Debian,
of MongoDB
Length Parameter
Inconsistency
Vulnerability)

Debian, Ubuntu,

SUSE Execution Network

CVE-2020-17527 Collection Network

CVE-2024-21733 Collection Network

CVE-2025-14847* Credential Access Network

Apple Multiple
Products Buffer Debian, SUSE,
Overflow Ubuntu
Vulnerability

CVE-2025-31277* Execution Network

Linux Kernel
net/mlix5 ECVF
CVE-2025-38109 Vports Unload Use-
After-Free
Vulnerability

RedHat, Debian,

Execution Local
Ubuntu

* Refers to Notable CVEs, vulnerabilities that are either exploited in zero-day attacks, included in the CISA KEV catalog, utilized in malware operations, or
targeted by threat actors in their campaigns.
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AFFECTED Attack

CVE NAME Impact
PRODUCT P Vector
Linux Kernel
CVE-2025-40153 mm/hugetlb mprotect Debian, SUSE, RedHat, Collection Local
Soft Lockup Ubuntu
Vulnerability
Linux Kernel Socket
CVE-2025-40170  SK-S€tUP_capsRCU - SUSE, RedHat, Debian, .\ ion Local
Race Condition Ubuntu
Vulnerability
Python-LDAP
CVE-2025-61912 S5c@Pe_dn charsNUL -\ @ Debian, SUSE  Execution Network

Byte Client-Side Denial
of Service Vulnerability

Python Tornado HTTP
Header Parameter
CVE-2025-67726 Parsing Quadratic Debian, Ubuntu, SUSE Execution Network
Complexity Denial of
Service Vulnerability

Linux Kernel

IMA_DIGSIG Flag

CVE-2025-68183 Clearing on xattr
Modification
Vulnerability

Linux Kernel BMC150
Accelerometer IRQ
CVE-2025-68330 NULL Pointer Debian, Ubuntu, SUSE Collection Local
Dereference
Vulnerability

Debian, Ubuntu,

RedHat, SUSE Defense Evasion Local

Linux Kernel iavf PTP
CVE-2025-68752 CloFk settime64 NULL Ubuntu, RedHat, SUSE Discovery Local
Pointer Dereference

Vulnerability

Linux Kernel net/hsr
prp_get_untagged_fram
CVE-2025-68776 e NULL Pointer Ubuntu, Debian, SUSE Discovery Local
Dereference
Vulnerability

* Refers to Notable CVEs, vulnerabilities that are either exploited in zero-day attacks, included in the CISA KEV catalog, utilized in malware operations, or
targeted by threat actors in their campaigns.
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AFFECTED Attack

CVE NAME Impact
PRODUCT P Vector
Linux Kernel FUSE-over-
CVE-2025-68791 '0-UMNEAIBUMENtCopy \\ o\ Bepian SUSE Collection Local
Reference Count Leak
Vulnerability

AIOHTTP Request.post()

CVE-2025-69228 Uncontrplled Mgmory Debian, Ubuntu, SUSE Execution Network
Allocation Denial of

Service Vulnerability

GNU Binutils readelf
DWARF .debug_rnglists Debian, Ubuntu,

CVE-2025-69648 | sinite Loop Denial of RedHat, SUSE Execution Local
Service Vulnerability
GNU ncurses .
CVE-2025-69720 analyze_string Buffer DEDER, IOV Execution Local
- RedHat, SUSE
Overflow Vulnerability
Linux Kernel PowerPC .
CVE-2025-71078 Hash MMU SLB Multi-hit De° 2" UPUNTU, SUSE, 5y i Local
- RedHat
Vulnerability
Linux Kernel IPv6
CALIPSO .
CVE-2025-71085 pskb_expand_head Debian, Ubuntu, SUSE, Execution Local
RedHat
Integer Overflow
Vulnerability
Linux Kernel USB Type-
Cucsl
CVE-2025-71108 num_connectors Debian, Ubuntu, SUSE Execution Local
Reserved-Bit Handling
Vulnerability
Aqua Security Trivy
Supply Chain Aqua Security Trivy,
CVE-2026-33634* Embedded Malicious Container/CI-CD  Credential Access  Network
Code Injection Platforms
Vulnerability

* Refers to Notable CVEs, vulnerabilities that are either exploited in zero-day attacks, included in the CISA KEV catalog, utilized in malware operations, or
targeted by threat actors in their campaigns.
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& Notable CVEs

Notable CVEs include vulnerabilities exploited in zero-day attacks, listed in the CISA
KEV catalog, used in malware operations, or targeted by threat actors in their

campaigns.
CELEBRITY ASSOCIATED
CVEID VULNERABILITY AFFECTED PRODUCTS ACTOR
MongoBleed MongoDB and
MongoDB Server, Ubuntu, -
Debian
CVE-2025-14847 ZERO-DAY
ASSOCIATED
o AFFECTED CPE ATTACKS/RANSOMW
ARE
NAME CISA KEV cpe:2.3:a:mongodb:mongodb:
*:*:*:*:*:*:*:*
cpe:2.3:0:debian:debian_linux:
Q SRk KKK kK -
MongoDB and cpe:2.3:0:canonical:ubuntu_lin
MongoDB Server ux- ¥R
Improper CWE ID ASSOCIATED TTPs PATCH LINKS
Handling of
Length T1190: Exploit Public-Facing
Parameter Application, T1005: Data from
Incon5|ste.r.1cy e B Local System, T1552: MongoDB, Ubuntu,
Vulnerability Unsecured Credentials, T1213:  Debian
Data from Information
Repositories
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https://www.mongodb.com/try/download/community
https://ubuntu.com/security/CVE-2025-14847
https://security-tracker.debian.org/tracker/CVE-2025-14847

CVEID

CVE-2025-31277

NAME

Apple Multiple
Products Buffer
Overflow
Vulnerability

CELEBRITY
VULNERABILITY

ZERO-DAY

CISA KEV

CWE ID

CWE-119

AFFECTED PRODUCTS

Apple Multiple Products, Debian,
SUSE, Ubuntu

AFFECTED CPE

k. k. k

cpe:2.3:0:apple:iphone_os:*:*:*:
*:*:*:*:*

*:*:*:*
cpe:2.3:0:debian:debian_linux:-

ASSOCIATED TTPs

T1189: Drive-by Compromise,
T1203: Exploitation for Client
Execution, T1059: Command and
Scripting Interpreter, T1059.007:
JavaScript
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ASSOCIATED
ACTOR

UNC6748, UNC6353

ASSOCIATED

ATTACKS/RANSOMW

ARE

GHOSTBLADE
GHOSTKNIFE
GHOSTSABER

PATCH LINKS

Apple, Debian,
SUSE, Ubuntu
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https://support.apple.com/
https://security-tracker.debian.org/tracker/CVE-2025-31277
https://www.suse.com/support/update/announcement/2026/suse-su-20261364-1/
https://ubuntu.com/security/CVE-2025-31277

CELEBRITY ASSOCIATED

CVEID VULNERABILITY AFFECTED PRODUCTS ACTOR
e Aquasecurity Trivy TeamPCP
CVE-2026-33634 ZERO-DAY
ASSOCIATED
9 AFFECTED CPE ATTACKS/RANSOM
WARE
NAME CISA KEV
cpe:2.3:a:aquasec:setup-
Q trivy:* ok ok ok ok xx i
Aqua Security
Trivy CWE ID ASSOCIATED TTPs PATCH LINKS
Supply Chain T1195: Supply Chain Compromise,
Embedded T1195.002: Compromise Software
Malicious Supply Chain, T1552: Unsecured T T
Code Injection CWE-506 Credentials, T1552.001: —CI—YTriV
Vulnerability Credentials In Files, T1552.007: —
Container API, T1078: Valid
Accounts
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https://github.com/aquasecurity/trivy/discussions/10425
https://github.com/aquasecurity/trivy/discussions/10425

Vulnerability Detalls

In April, the Linux ecosystem addressed over 2660 vulnerabilities across

# 1 various distributions and products, covering critical issues such as
information disclosure, privilege escalation, and code execution. Over
1105 new vulnerabilities were discovered and patched. HiveForce lab has
identified 22 critical vulnerabilities that are either currently being
exploited or are highly likely to be exploited in the near future.

These vulnerabilities could facilitate adversarial tactics such as Initial

#2 Access, Execution, and Privilege Escalation. Notably, four of these
vulnerabilities are under active exploitation, which requires urgent
attention and remediation.

CVE-2025-14847 (MongoBleed) is a critical unauthenticated memory-

# 3 disclosure vulnerability in MongoDB Server's zlib protocol header parser,
where improper handling of length parameter inconsistencies allows a
remote attacker to read uninitialized heap memory by sending malformed
compressed messages, potentially exposing credentials, APl keys, and
session tokens resident in server memory. The flaw affects MongoDB with
roughly 87,000 internet-exposed instances at the time of disclosure, and
it saw rapid exploitation in the wild.

# Building on this theme of memory corruption in widely deployed

4 software, CVE-2025-31277 strikes at Apple's WebKit browser engine with
a buffer overflow that enables arbitrary code execution through
maliciously crafted web content. It is one component of the six-
vulnerability DarkSword exploit chain deployed since November 2025 by
commercial spyware vendors and state-aligned actors, with downstream
impact extending beyond Safari and iOS into Linux ecosystems via
WebKitGTK and WPE WebKit packages shipped by Debian, Ubuntu, and
SUSE.

Where MongoBleed and DarkSword weaponize code defects, CVE-2026-

# 5 33634 represents a fundamentally different threat class, a supply chain
compromise in which threat actor TeamPCP exploited a non-atomic
credential rotation window to publish malicious Trivy v0.69.4, force-push
76 of 77 'trivy-action' GitHub Action tags, and replace all 7 'setup-trivy'
tags with backdoored commits on March 19, 2026, deploying an
infostealer that harvested CI/CD secrets from runner memory and
triggered the downstream LiteLLM PyPl compromise and forcing a broad
industry reckoning on immutable commit-SHA pinning and atomic secret
rotation.
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The remaining nineteen CVEs cluster naturally into four product families,

# 6 each reflecting a distinct attack surface across Linux distributions. Three
Apache Tomcat flaws (CVE-2020-13935, CVE-2020-17527, CVE-2024-
21733) sit at the network-exposed Java servlet layer, covering WebSocket
frame denial-of-service via infinite loop, HTTP/2 stream header mix-up
leading to cross-request information disclosure, and incomplete POST
error responses that leak data between users, and backported across
Debian, Ubuntu, and SUSE.

impact: nine denial-of-service flaws (CVE-2025-38109, -40153, -40170, -
68330, -68752, -68776, -68791, -71078, -71108) affect subsystems
ranging from the mlix5 networking driver and hugetlb memory
management to the iavf PTP clock, and USB Type-C UCSI parsing
collectively enabling kernel panics, NULL-pointer dereferences, and
memory exhaustion through local attack vectors.

:E 7 The largest cluster, spanning eleven Linux kernel CVEs, divides cleanly by

Shifting from kernel to userspace, three Python ecosystem vulnerabilities

#8 (CVE-2025-61912, CVE-2025-67726, CVE-2025-69228) expose 'python-
Idap', Tornado, and AIOHTTP, respectively, to remote denial-of-service
through a NUL-byte escape failure in DN construction, HTTP header
parameter parsing, and uncontrolled memory allocation. Finally, two GNU
toolchain flaws (CVE-2025-69648, CVE-2025-69720) target core developer
utilities, with a 'readelf' infinite-loop DoS when parsing malformed
DWARF data and a buffer overflow in 'ncurses' 'analyze_string()' that
carries a public PoC and the potential for arbitrary code execution in any
application linked against the wvulnerable library, extending the
remediation footprint to essentially every Debian, Ubuntu, RHEL, and
SUSE system in operation.
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Recommendations

Proactive Strategies:

# Harden Server and Service Configurations: Apply strict configuration
pE f baselines that disable unnecessary features and default attack surfaces.
,y Examples include omitting zlib from MongoDB's compression compressors
list, restricting HTTP/2 exposure where not required on Apache Tomcat,
disabling unused kernel modules and subsystems, and tightening sysfs and
11O permissions to prevent unprivileged access to vulnerable driver paths.

Enforce Network Segmentation and Least Privilege: Isolate network-facing
services such as MongoDB, Tomcat, and Python web frameworks behind
segmentation boundaries, firewalls, and rate-limiting controls to blunt
denial-of-service amplification and unauthorized exposure. Enforce least-
privilege access on administrative interfaces and database services, and
restrict inbound traffic to trusted IP ranges wherever operationally feasible.

al
-

L
e

Harden the Software Supply Chain: Pin all third-party GitHub Actions and
Cl/CD dependencies to full immutable commit SHA hashes rather than
mutable version tags, execute atomic credential rotations that invalidate all
tokens simultaneously, and transition cloud authentication to OpeniID
Connect (OIDC) to eliminate long-lived secrets resident in runner memory.
Regularly audit repositories and build artifacts for unauthorized
modifications.

nl
-

Validate Inputs and Restrict Untrusted Content: Enforce strict input
validation on web-exposed endpoints, including bounds checks on HTTP
headers, multipart parameters, and LDAP distinguished names, to reduce
exposure to parsing-based denial-of-service flaws. For endpoints and
workstations, restrict execution of untrusted web content through browser
sandboxing, content filtering, and application isolation to contain drive-by
exploitation.

wl
-

Reactive Strategies:

. System lIsolation and Containment: Immediately isolate affected workloads,
containers, or management servers to prevent further spread. In cloud
environments, quarantine compromised nodes and restrict APl interactions
until integrity is restored.

2

L]
-

Deploy Network Traffic Analysis for Unusual Patterns: Continuously monitor
inbound and outbound network traffic to detect anomalies such as
unexpected SSH connections, unusual data flows, or communication over
non-standard ports. Establish behavioral baselines for normal traffic and
configure alerts for deviations, as these may indicate exploitation attempts
targeting vulnerabilities. Integrating NTA with SIEM/EDR platforms enhances
real-time detection and rapid response.

L
-
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& Detect, Mitigate & Patch

CVEID TTPs Detection Mitigation Patch

DET0080: Exploit
Public-Facing
Application — multi-
signal correlation
(request = error >

T1190: Exploit Public- ~_ 2OS-exRlott
Facing Application process/egress),
S ) DET0499: M1051: Update
T1498: Network Denial —
of Service. T1499: Behavioral Software, M1030: Q Debian
CVE-2020-13935 TS Detection of Network ]
Endpoint Denial of T -~ . Ubuntu, SUSE
Service T1499.004: Fallback or Segmentation, M1037:  — =
. o Alternate C2 Filter Network Traffic
Application or System
Exploitation Sl
P DET0498:
Behavior-chain
detection for
T1134.003 Make
and Impersonate
Token
DET0080: Exploit
Public-Facing
Application — multi-
signal correlation
(request > error >
post-exploit
; . . process/egress), M1051: Update
Ti:?i?" E:p"}:t;‘::r'\'c' DET0213: e VEERE )
CVE-2020-17527 lelg?’. tha from’ Detection Strategy Network Debian,
n o for Data Transfer Segmentation, M1041: Ubuntu, SUSE
TR (HEpeeiorEs, Size Limits and Encrypt Sensitive
T1040: Network Sniffing —Chunked Information
Exfiltration,
DET0040:

Detection of
Persistence Artifact
Removal Across
Host Platforms
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CVEID TTPs Detection Mitigation Patch

DET0080: Exploit
Public-Facing
Application — multi-
signal correlation
(request = error -

T1190: Exploit Public-
Facing Application,

M1051: Update
Software, M1041:

post-exploi
T1213: Data from ost-exploit Encrypt Sensitive Q Debian, Ubuntu,
CVE-2024-21733 . process/egress), .
Information DET0213: Information, SUSE
Repositories, T1078: - M1030: Network

Detection Strategy
for Data Transfer
Size Limits and
Chunked
Exfiltration
DET0080: Exploit
Public-Facing
Application — multi- M1051: Update
signal correlation Software, M1030:

Valid Accounts Segmentation

T1190: Exploit Public-
Facing Application,

! S : Data fr . Cal(r uOSS;Zc ex |r(-)ritr Se m(:ntatcli(on
el’r] | 55 = _g—l .
1 2: , D )
CVE-2025-14847* yst ’ process/egress), M1041: Encrypt e Ubuntu, Debian

Unsecured Credentials,
T1213: Data from

DET0005: Renamed Sensitive MongoDB

Information Legitimate Utility Information,
Repositories Execution with M1054: Software
P Metadata Configuration

Mismatch and
Suspicious Path
DET0189:
Detection Strategy
for Indicator
Removal from Tools
- Post-AV Evasion

T1189: Drive-by M1051: Update

Compromise, T1203: el Software, M1048:
DET0203: -
Application

Exploitation for Client ; .
, Detection Strategy ; Apple, Debian,
CVE-2025-31277 Execution, T1059: for Ptrace Based Isolation and Q SUSE, Ubuntu

Command and T Sandboxing,
Scripting Interpreter, Process Injection M1021: Restrict

T1059.007: JavaScript on Linux, I:?E-I-O516:Web—Based Content
Behavioral

Detection of
Command and
Scripting
Interpreter Abuse
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Privilege Escalation

CVE-2025-71085
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Fallback or
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M1051: Update @ Debian, Ubuntu,
Software SUSE, RedHat
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D—'
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_ _ *
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