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Summary

In July, more than 1217 new vulnerabilities were discovered and addressed within the
Linux ecosystem, impacting several major distributions such as Debian, Red Hat,
OpenSUSE, and Ubuntu. During this period, over 2389 vulnerabilities were also
highlighted, with corresponding hotfixes or patches released to resolve them. These
vulnerabilities span from information disclosure to privilege escalation to code
execution. HiveForce Labs has identified 17 severe vulnerabilities that are exploited or
have a high potential of successful exploitation, necessitating immediate attention. To
ensure protection, it is essential to upgrade systems to the latest version with the
necessary security patches and appropriate security controls.

Threat Distribution

B Code Execution B Security Bypass
Privilege Escalation Denial of Service
B Information Disclosure B Cross-Site Scripting (XSS)
Adversary Tactics

Execution Initial Access M Privilege Escalation M Impact
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¥t CVES

AFFECTED
CVE NAME PRODUCT Impact Attack Vector

Redis Hyperloglog Redis, Debian, Red Remote Code
CVE-2025-32023 Out-of-Bounds  Hat, Amazon Linux, Local

Write Vulnerability Alpine, Linux Oracle Execution
Sudo stable (v1.9.0
—1.9.17) and legacy
Sudo Local Privilege (v1.8.8 -1.8.32)
CVE-2025-32462 Escalation versions, Alpine  Privilege Escalation Local
Vulnerability Linux, Ubuntu,
Debian, openSUSE,
Fedora
Sudo versions
Sudo Local Privilege 1.9.14 to 1.9.17,
CVE-2025-32463 Escalation Red Hat, Ubuntu, Privilege Escalation Local
Vulnerability Debian, openSUSE,
Alpine Linux
Linux Kernel Linux kernel,
CVE-2025-38089 Remote D'enlal R Denial of Service Network
Service Red Hat, Oracle
Vulnerability Linux
Git CLI Arbitrary  Git, Ubuntu, Red
CVE-2025-48384 File Write Hat, Debian, Alpine Arbitrary File Write Network
Vulnerability Linux
ORI OTEe) DJ\/\Q:;;E:SF’SW;;'CO Local Code
CVE-2025-53367 Bounds Write ) N ) Phishing
- Debian, Ubuntu, Execution
Vulnerability
Fedora
Google Chrome
Google Chromium prior to
CVE-2025-6554* V8 Type Confusion  138.0.7204.96,  hemote Code Network
. . Execution
Vulnerability Microsoft Edge,

Debian

* Refers to Notable CVEs, vulnerabilities that are either exploited in zero-day attacks, included in the CISA KEV catalog, utilized in malware operations, or
targeted by threat actors in their campaigns.
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https://hivepro.com/threat-advisory/cve-2025-6554-google-chromes-zero-day-flaw-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cve-2025-6554-google-chromes-zero-day-flaw-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cve-2025-6554-google-chromes-zero-day-flaw-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cve-2025-6554-google-chromes-zero-day-flaw-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cve-2025-6554-google-chromes-zero-day-flaw-exploited-in-the-wild/

AFFECTED Attack
CVE NAME PRODUCT Impact Vector

Google Chromium

Google Chrome prior .
CVE-2025-6558*  ~\GLEandGPU t0138.0.7204.157,  Unauthorized - vork

Improper Input . . Access
D E
Validation Vulnerability SI2IE, (TERasei: (5
Mozilla Firefox,
Mozilla Firefox ESR  Thunderbird, Debian, Remote Code
CVE-2025-6424 Use-After-Free Ubuntu, Red Hat, Network

Vulnerability openSUSE, Amazon SEEE.

Linux, Oracle Linux

Apache HTTP Server
Apache HTTP Server 2.4.35 through to Access Control

VE-2025-2304 \\ k
¢ 025-23048 Vulnerability 2.4.63, Red Hat, Bypass etwor
Ubuntu, Debian
Mozilla Firefox Content
Security Policy Bypass Mozilla Firefox versions Security
CVE-2025-6427 via Subdocument prior to 140, Restriction Network
Manipulation openSUSE, Debian Bypass
Vulnerability
Linux Kernel, Debian,
CVE-2025-3g001 LInux Kernel Use-After- = Ubuntu, Red Hat, — o) oesorvice  Local

Free Vulnerability openSUSE, Amazon
Linux, Oracle Linux

Apache Tomcat,
Debian, Red Hat,
openSUSE, Amazon

Apache Tomcat
CVE-2025-48988 Unrestricted Resource
Allocation Vulnerability

Denial of Service Network

Linux
Internationl
components for Debian, Ubuntu, Red WEE
CVE-2025-5222 unicode (ICU) Stack Hat, openSUSE, o e Local
Buffer Overflow Amazon Linux
Vulnerability

* Refers to Notable CVEs, vulnerabilities that are either exploited in zero-day attacks, included in the CISA KEV catalog, utilized in malware operations, or
targeted by threat actors in their campaigns.
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https://hivepro.com/threat-advisory/cve-2025-6558-chrome-flaw-lets-hackers-break-the-sandbox/
https://hivepro.com/threat-advisory/cve-2025-6558-chrome-flaw-lets-hackers-break-the-sandbox/
https://hivepro.com/threat-advisory/cve-2025-6558-chrome-flaw-lets-hackers-break-the-sandbox/
https://hivepro.com/threat-advisory/cve-2025-6558-chrome-flaw-lets-hackers-break-the-sandbox/
https://hivepro.com/threat-advisory/cve-2025-6558-chrome-flaw-lets-hackers-break-the-sandbox/

AFFECTED Attack

CVE NAME Impact
PRODUCT P Vector
ApeEne [FVIIE Sener oAz?\;E(eS'ER;(:ngzgn Remote Code
CVE-2024-38475* Improper Escaping of P L ) Network
B ouk Vel Linux, Oracle Linux, Execution
Ubuntu, Debian
; ; Rails, openSUSE, .
CVE-2019-5418* Rails Ruby on Rails Path UbuntupRed Hat Information Network
Traversal Vulnerability " ’ Disclosure
Debian
SoumelEl 2 B o Tl ng:gff:?eGVSe;Sr:cc)in Remote Code
CVE-2024-42009*  Cross-Site Scripting e . Phishing
VI TN 1.5.8, Debian, Ubuntu, Execution

openSUSE

* Refers to Notable CVEs, vulnerabilities that are either exploited in zero-day attacks, included in the CISA KEV catalog, utilized in malware operations, or
targeted by threat actors in their campaigns.
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https://hivepro.com/threat-advisory/urgent-patch-required-active-attacks-exploiting-sonicwall-sma-vulnerabilities/
https://hivepro.com/threat-advisory/urgent-patch-required-active-attacks-exploiting-sonicwall-sma-vulnerabilities/
https://hivepro.com/threat-advisory/urgent-patch-required-active-attacks-exploiting-sonicwall-sma-vulnerabilities/
https://hivepro.com/threat-advisory/urgent-patch-required-active-attacks-exploiting-sonicwall-sma-vulnerabilities/
https://hivepro.com/threat-advisory/urgent-patch-required-active-attacks-exploiting-sonicwall-sma-vulnerabilities/
https://hivepro.com/threat-digest/cisa-known-exploited-vulnerability-catalog-june-2025/
https://hivepro.com/threat-digest/cisa-known-exploited-vulnerability-catalog-june-2025/
https://hivepro.com/threat-digest/cisa-known-exploited-vulnerability-catalog-june-2025/
https://hivepro.com/threat-digest/cisa-known-exploited-vulnerability-catalog-june-2025/
https://hivepro.com/threat-digest/cisa-known-exploited-vulnerability-catalog-june-2025/

& Notable CVEs

Notable CVEs include vulnerabilities exploited in zero-day attacks, listed in the CISA
KEV catalog, used in malware operations, or targeted by threat actors in their

campaigns.

CVEID

CVE-2025-6554

NAME

Google
Chromium V8
Type Confusion
Vulnerability

CELEBRITY
VULNERABILITY

ZERO-DAY

CISA KEV

CWE ID

CWE-843

AFFECTED PRODUCTS

Google Chrome prior to
138.0.7204.96, Microsoft
Edge, Debian

AFFECTED CPE

cpe:2.3:a:google:chrome:*:*

ASSOCIATED TTPs

T1059: Command and
Scripting Interpreter,

T1059.007: JavaScript, T1189:
Drive-by Compromise, T1068:

Exploitation for Privilege
Escalation
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ASSOCIATED
ACTOR

ASSOCIATED
ATTACKS/RANSOMW
ARE

PATCH LINKS

Google Chrome,

Microsoft Edge, Debian
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https://hivepro.com/threat-advisory/cve-2025-6554-google-chromes-zero-day-flaw-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cve-2025-6554-google-chromes-zero-day-flaw-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cve-2025-6554-google-chromes-zero-day-flaw-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cve-2025-6554-google-chromes-zero-day-flaw-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cve-2025-6554-google-chromes-zero-day-flaw-exploited-in-the-wild/
https://chromereleases.googleblog.com/2025/06/stable-channel-update-for-desktop_30.html
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2025-6554
https://security-tracker.debian.org/tracker/CVE-2025-6554

CVEID

CVE-2025-6558

NAME

Google
Chromium
ANGLE and GPU
Improper Input
Validation
Vulnerability

CVE ID

CVE-2024-38475

NAME

Apache HTTP
Server Improper
Escaping of
Output
Vulnerability

CELEBRITY
VULNERABILITY

ZERO-DAY

CISA KEV

CWE ID

CWE-20

CELEBRITY
VULNERABILITY

ZERO-DAY

%
CISA KEV

CWEID

CWE-116

AFFECTED PRODUCTS

Google Chrome prior to
138.0.7204.157, Debian,
Microsoft Edge

AFFECTED CPE

cpe:2.3:a:google:chrome:*:*:*

ASSOCIATED TTPs

T1497: Virtualization/Sandbox
Evasion, T1189: Drive-by
Compromise

AFFECTED PRODUCTS

Apache SMA 100 Series (SMA
200, 210, 400, 410, 500v)
Version 10.2.1.13-72sv and
earlier versions, Red Hat,
openSUSE, Amazon Linux,
Oracle Linux, Ubuntu, Debian

AFFECTED CPE

cpe:2.3:0:sonicwall:sma_fi

cpe:2.3:a:apache:http_server:

ASSOCIATED TTPs

T1190: Exploit Public-Facing,
Application; T1059: Command
and Scripting Interpreter
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ASSOCIATED
ACTOR

ASSOCIATED
ATTACKS/RANSOMW
ARE

PATCH LINKS

Google Chrome,
Debian, Microsoft
Edge

ASSOCIATED
ACTOR

ASSOCIATED
ATTACKS/RANSOMW
ARE

PATCH LINKS

Apache, Ubuntu,
Red Hat, Debian,
openSUSE,
Amazon Linux,
Oracle Linux
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https://hivepro.com/threat-advisory/cve-2025-6558-chrome-flaw-lets-hackers-break-the-sandbox/
https://hivepro.com/threat-advisory/cve-2025-6558-chrome-flaw-lets-hackers-break-the-sandbox/
https://hivepro.com/threat-advisory/cve-2025-6558-chrome-flaw-lets-hackers-break-the-sandbox/
https://hivepro.com/threat-advisory/cve-2025-6558-chrome-flaw-lets-hackers-break-the-sandbox/
https://hivepro.com/threat-advisory/cve-2025-6558-chrome-flaw-lets-hackers-break-the-sandbox/
https://chromereleases.googleblog.com/2025/07/stable-channel-update-for-desktop_15.html
https://security-tracker.debian.org/tracker/CVE-2025-6558
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2025-6558
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2025-6558
https://hivepro.com/threat-advisory/urgent-patch-required-active-attacks-exploiting-sonicwall-sma-vulnerabilities/
https://hivepro.com/threat-advisory/urgent-patch-required-active-attacks-exploiting-sonicwall-sma-vulnerabilities/
https://hivepro.com/threat-advisory/urgent-patch-required-active-attacks-exploiting-sonicwall-sma-vulnerabilities/
https://hivepro.com/threat-advisory/urgent-patch-required-active-attacks-exploiting-sonicwall-sma-vulnerabilities/
https://hivepro.com/threat-advisory/urgent-patch-required-active-attacks-exploiting-sonicwall-sma-vulnerabilities/
https://httpd.apache.org/download.cgi
http://ubuntu.com/security/CVE-2024-38475
https://access.redhat.com/security/cve/CVE-2024-38475
https://security-tracker.debian.org/tracker/CVE-2024-38475
https://www.suse.com/security/cve/CVE-2024-38475.html
https://explore.alas.aws.amazon.com/CVE-2024-38475.html
https://linux.oracle.com/cve/CVE-2024-38475.html

CVEID

CVE-2019-5418

NAME

Rails Ruby on
Rails Path
Traversal

Vulnerability

CVE ID

CVE-2024-42009

NAME

RoundCube
Webmail Cross-
Site Scripting
Vulnerability

CELEBRITY
VULNERABILITY

ZERO-DAY

CISA KEV
o

CWE ID

CWE-22

CELEBRITY
VULNERABILITY

ZERO-DAY

CISA KEV

CWE ID

CWE-79

AFFECTED PRODUCTS

Rails, openSUSE, Ubuntu, Red Hat,

Debian

AFFECTED CPE

:*:*:*
cpe:2.3:0:debian:debian_linux:-

ASSOCIATED TTPs

T1190: Exploit Public-Facing
Application

AFFECTED PRODUCTS

RoundCube Version Prior to
1.6.8 and 1.5.8, Debian,
Ubuntu, openSUSE

AFFECTED CPE

cpe:2.3:a:roundcube:web

ASSOCIATED TTPs

T1203: Exploitation for Client
Execution
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ASSOCIATED
ACTOR

ASSOCIATED
ATTACKS/RANSO
MWARE

PATCH LINKS

Rails,
Ubuntu, Red
Hat, Debian,

openSUSE

ASSOCIATED
ACTOR

UNC1151

ASSOCIATED
ATTACKS/RANSOMW
ARE

PATCH LINKS

RoundCube,
Debian, Ubuntu,

openSUSE
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https://github.com/advisories/GHSA-86g5-2wh3-gc9j
https://ubuntu.com/security/CVE-2019-5418
https://access.redhat.com/errata/RHSA-2019:0796
https://access.redhat.com/errata/RHSA-2019:0796
https://security-tracker.debian.org/tracker/CVE-2019-5418
https://www.suse.com/security/cve/CVE-2019-5418.html
https://hivepro.com/threat-digest/cisa-known-exploited-vulnerability-catalog-june-2025/
https://hivepro.com/threat-digest/cisa-known-exploited-vulnerability-catalog-june-2025/
https://hivepro.com/threat-digest/cisa-known-exploited-vulnerability-catalog-june-2025/
https://hivepro.com/threat-digest/cisa-known-exploited-vulnerability-catalog-june-2025/
https://hivepro.com/threat-digest/cisa-known-exploited-vulnerability-catalog-june-2025/
https://github.com/roundcube/roundcubemail/releases
https://security-tracker.debian.org/tracker/CVE-2024-42009
https://ubuntu.com/security/CVE-2024-42009
https://www.suse.com/security/cve/CVE-2024-42009.html

Vulnerability Detalls

In July, the Linux ecosystem addressed over 2300 vulnerabilities across

#1 various distributions and products, covering critical issues such as
information disclosure, privilege escalation, and code execution. Over 591
new vulnerabilities were discovered and patched. HiveForce lab has
identified 17 critical vulnerabilities that are either currently being
exploited or are highly likely to be exploited in the near future.

These vulnerabilities could facilitate adversarial tactics such as Initial

#2 Access, Execution, and Privilege Escalation. Notably, five of these
vulnerabilities are under active exploitation, which requires urgent
attention and remediation.

In recent cybersecurity developments, two zero-day vulnerabilities, CVE-
# 3 2025-6554 and CVE-2025-6558, have come to the forefront. CVE-2025-
6554 is a critical zero-day vulnerability classified as a type confusion flaw.
This issue enables attackers to corrupt memory and execute arbitrary
code within the browser's context, potentially resulting in a complete
browser compromise. Successful exploitation could facilitate a sandbox
escape and allow remote code execution (RCE) on the host system.

Another zero-day vulnerability, CVE-2025-6558, is currently being

#4 exploited in the wild, posing an immediate risk to users. The vulnerability
arises from insufficient input validation within Chrome's graphics
processing components. Exploitation could result in a full security bypass,
giving attackers code execution capabilities outside of Chrome's secure
environment.

CVE-2024-38475 affects SonicWall SMA devices and is linked to improper

# 5 output handling in the mod_rewrite module of Apache HTTP Server
(version 2.4.59 and earlier), which these devices utilize. By exploiting this
flaw, attackers can manipulate URLs to access unintended file paths on
the system. In certain cases, this may lead to unauthorized file access and
potential session hijacking.

Lastly, the threat actor group UNC1151 has attempted to exploit CVE-

#6 2024-42009, a vulnerability in Roundcube that allows the execution of
malicious JavaScript code upon opening a crafted email. No user
interaction beyond opening the email is required. This flaw has been
actively leveraged to harvest credentials, highlighting the dangers of
client-side vulnerabilities in webmail platforms.
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Recommendations

Proactive Strategies:

Q' ’ Adopt Secure Coding Practices: Implement strict memory management
- g protocols and avoid unsafe functions prone to type confusion, use-after-free,
g or buffer overflow vulnerabilities. Regularly audit code, especially in high-risk

components and authentication libraries.

Conduct Regular Penetration Testing: Perform routine security assessments
to identify and mitigate vulnerabilities such as path traversal or uninitialized
variables, before attackers exploit them. Testing should include dynamic
analysis, particularly for complex systems.

b ]
-

Use OS-Level Sandboxing for Risky Processes: Run exposed or untrusted
processes (like SSH services and browser instances) inside isolated
containers, sandboxes, or restricted VMs to contain potential exploits.

»
-

Harden Server Configurations: Implement best practices for server
hardening, such as disabling unnecessary services, restricting access to

2

P sensitive directories, and enforcing strict authentication protocols. Avoid
default configurations that allow file uploads without validation.

Ql, Third-Party Software and Dependency Audits: Regularly audit third-party

T - libraries and legacy software for unpatched vulnerabilities. Replace outdated

"y dependencies and vulnerable versions proactively.

Reactive Strategies:

er_ Review Email Logs and Threat Indicators: Conduct a thorough analysis of
- o email and network logs for any communication or activity related to a.mpk-
*y krakow[.]pl, a known indicator linked to the recent Roundcube exploitation
campaign. Pay particular attention to any suspicious or unsolicited messages
that may have originated from or interacted with this domain, as it could

suggest attempted or successful compromise.

(\lr_ Deploy Network Traffic Analysis for Unusual Patterns: Monitor inbound and

iy outbound network traffic for any unusual SSH communication patterns,

s especially during initial attack stages. Suspicious traffic without
authentication could be indicative of exploitation attempts targeting
vulnerabilities.
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& Detect, Mitigate & Patch

CVEID

CVE-2025-32023

CVE-2025-32462

CVE-2025-32463

CVE-2025-38089

TTPs

T1078: Valid Accounts,
T1204: User Execution,
T1210: Exploitation for
Remote Code Execution

T1068: Exploitation for
Privilege Escalation

T1068: Exploitation for
Privilege Escalation

T1499: Network Denial
of Service, T1219:
Remote Discovery

Detection Mitigation Patch
Redis, Red
M1026: Privileged Hat,
DS0002: User ~ Sccount Alpine,
e —— Management, e Debian,
PO M1018: User Account Amazon
Authentication .
Management, Linux,
M1017: User Training Linux
Oracle
Sudo,
Ubuntu,
Red Hat,
DS0009: Process BLESL. Jipdlais e Debian,
Creation Software, M1038: —AI ine
- Execution Prevention _p_.
Linux,
openSUSE,
Fedora
Sudo,
Ubuntu,
M1051: Update Red Hat,
Ersé)aqc(i):r.\ Process Software, M1038: Q Debian,
- Execution Prevention openSUSE,
Alpine
Linux
Linux
kernel, Red
@ -t
DS0015: M1017: User Debian,
Application Log Training, M1051.: Oracle
Content Update Software Linux
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https://attack.mitre.org/datasources/DS0002/
https://attack.mitre.org/datasources/DS0002/
https://attack.mitre.org/datasources/DS0002/
https://attack.mitre.org/mitigations/M1026/
https://attack.mitre.org/mitigations/M1026/
https://attack.mitre.org/mitigations/M1026/
https://attack.mitre.org/mitigations/M1018/
https://attack.mitre.org/mitigations/M1018/
https://attack.mitre.org/mitigations/M1017/
https://github.com/redis/redis/commit/50188747cbfe43528d2719399a2a3c9599169445
https://access.redhat.com/security/cve/CVE-2025-32023
https://access.redhat.com/security/cve/CVE-2025-32023
https://security.alpinelinux.org/vuln/CVE-2025-32023
https://security-tracker.debian.org/tracker/CVE-2025-32023
https://alas.aws.amazon.com/cve/html/CVE-2025-32023.html
https://alas.aws.amazon.com/cve/html/CVE-2025-32023.html
https://linux.oracle.com/cve/CVE-2025-32023.html
https://linux.oracle.com/cve/CVE-2025-32023.html
https://attack.mitre.org/datasources/DS0009/
https://attack.mitre.org/datasources/DS0009/
https://attack.mitre.org/mitigations/M1051/
https://attack.mitre.org/mitigations/M1051/
https://attack.mitre.org/mitigations/M1038/
https://attack.mitre.org/mitigations/M1038/
https://www.sudo.ws/releases/changelog/
https://ubuntu.com/security/CVE-2025-32462
https://access.redhat.com/security/cve/CVE-2025-32462
https://security-tracker.debian.org/tracker/CVE-2025-32462
https://security.alpinelinux.org/vuln/CVE-2025-32462
https://security.alpinelinux.org/vuln/CVE-2025-32462
https://www.opensuse.com/security/cve/CVE-2025-32462.html
https://bodhi.fedoraproject.org/updates/FEDORA-2025-44c3b13554
https://attack.mitre.org/datasources/DS0009/
https://attack.mitre.org/datasources/DS0009/
https://attack.mitre.org/mitigations/M1051/
https://attack.mitre.org/mitigations/M1051/
https://attack.mitre.org/mitigations/M1038/
https://attack.mitre.org/mitigations/M1038/
https://www.sudo.ws/security/advisories/chroot_bug/
https://ubuntu.com/security/CVE-2025-32463
https://access.redhat.com/security/cve/CVE-2025-32463
https://security-tracker.debian.org/tracker/CVE-2025-32463
https://www.opensuse.com/security/cve/CVE-2025-32463.html
https://security.alpinelinux.org/vuln/CVE-2025-32463
https://security.alpinelinux.org/vuln/CVE-2025-32463
https://attack.mitre.org/datasources/DS0015/
https://attack.mitre.org/datasources/DS0015/
https://attack.mitre.org/datasources/DS0015/
https://attack.mitre.org/mitigations/M1017/
https://attack.mitre.org/mitigations/M1017/
https://attack.mitre.org/mitigations/M1051/
https://attack.mitre.org/mitigations/M1051/
https://github.com/torvalds/linux/commit/94d10a4dba0bc482f2b01e39f06d5513d0f75742
https://github.com/torvalds/linux/commit/94d10a4dba0bc482f2b01e39f06d5513d0f75742
https://access.redhat.com/security/cve/CVE-2025-38089
https://access.redhat.com/security/cve/CVE-2025-38089
https://security-tracker.debian.org/tracker/CVE-2025-38089
https://linux.oracle.com/cve/CVE-2025-38089.html
https://linux.oracle.com/cve/CVE-2025-38089.html
https://ubuntu.com/security/CVE-2025-38089

CVEID TTPs

T1195: Supply Chain

CVE-2025-48384 Command and

Scripting Interpreter

T1203: Exploitation for

CVE-2025-53367 Client Execution,

T1553: Subvert Trust

Controls

T1059: Command and
Scripting Interpreter,
T1059.007: JavaScript,

CVE-2025-6554 T1189: Drive-by

Compromise, T1068:

Exploitation for
Privilege Escalation

T1497:
CVE-2025-6558

by Compromise

T1189: Drive-by

Compromise, T1203:
Exploitation for Client
Execution, T1059.007:

CVE-2025-6424

JavaScript

SRR Facing Application

T1189: Drive-by
CVE-2025-6427

Services

Compromise, T1059:

Virtualization/Sandbox
Evasion, T1189: Drive-

T1190: Exploit Public-

Compromise, T1210:
Exploitation of Remote

Detection

DS0015:
Application Log
Content

DS0015:
Application Log
Content

DS0017:
Command
Execution,
DS0015:
Application Log

DS0017:
Command
Execution,
DS0009: Process
Creation

DS0009: Process

Creation, DS0012:

Script Execution

DS0015:
Application Log

DS0015:
Application Log

Mitigation Patch
Git, Ubuntu,
M1051: Update %::f_'inux
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What Next?

At Hive Pro, it is our mission to detect the most likely threats to
your organization and to help you prevent them from happening.

Book a free demo with HivePro Uni5: Threat Exposure Management
Platform.

Uni5 Threat

Exposure
Management
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