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Summary

Attack Discovered: Early 2025
Campaign: Phantom Enigma
Malware: Mesh Agent
Top Targeted Regions: Brazil, Australia, United States, China, India, Russia, Vietnam, 
Canada, Mexico, Colombia, Peru, Chile, Argentina, New Zealand, United Kingdom, 
France, Germany, Italy, Spain, Czech Republic, Poland, Ukraine, Turkey, Indonesia, 
Malaysia, Philippines, South Korea, Japan, Taiwan, Thailand, Saudi Arabia, United Arab 
Emirates, Egypt, Morocco, Nigeria, Kenya, South Africa, Algeria, Mali, Paraguay, Uruguay
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Attack Regions

Attack: In early 2025, a sophisticated cyber campaign known as Phantom Enigma 
initiated a series of targeted phishing attacks, with its primary focus on Brazil before 
subsequently affecting several other countries. Disguised as routine invoice emails and 
armed with malicious browser extensions for Chrome, Edge, and Brave, the attackers 
skillfully blended social engineering with repurposed remote access tools to quietly 
compromise systems. With over 700 malicious downloads and a trail of infiltrated 
corporate servers, Phantom Enigma is a stark reminder of the escalating threat posed 
by modern, multi-layered phishing operations.
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Attack Details
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#1
At the start of 2025, a sophisticated cyber campaign dubbed Phantom 
Enigma emerged, setting its sights primarily on Brazil but quickly expanding 
its reach to victims in Colombia, the Czech Republic, Mexico, Russia, 
Vietnam, and beyond. This operation has already surpassed 700 downloads 
of its malicious browser extension, underscoring the scale and ambition 
behind the attack.

|3

#2
Phantom Enigma operates through a dual-pronged strategy, combining 
malicious browser extensions for Google Chrome, Microsoft Edge, and 
Brave with remote access tools (RATs) such as Mesh Agent and PDQ 
Connect Agent. While both applications are legitimate remote 
administration tools, the attackers cleverly repurposed them to maintain 
persistent, unauthorized access to compromised systems.

#3
The campaign begins with phishing emails disguised as invoices, designed 
to lure unsuspecting recipients into downloading files from rogue websites. 
In several cases, these emails originated from compromised corporate 
servers, adding a dangerous layer of credibility and significantly increasing 
the chances of success.

#4
Once a victim engages, the infection chain unfolds with the installation of a 
malicious browser extension. This extension triggers a BAT script, which 
silently downloads and executes a PowerShell script. This script not only 
reinstalls the malicious extension if necessary but also ensures it runs 
discreetly in the background, evading detection by conventional security 
measures.

#5
Parallel to the browser-based attack, the adversaries deploy Mesh Agent 
and PDQ Connect Agent to establish remote control over targeted systems. 
By leveraging trusted, widely used software, the attackers reduce the 
likelihood of raising suspicion, allowing them to infiltrate networks and 
maintain long-term access.

#6
In essence, Phantom Enigma represents a highly coordinated phishing 
operation, blending social engineering tactics with technical expertise to 
compromise systems across multiple nations. Its clever use of legitimate 
tools for illicit purposes, paired with well-crafted phishing lures, highlights 
the ongoing need for robust cybersecurity measures and heightened user 
vigilance to defend against such evolving threats.

https://hivepro.com/threat-advisory/awaken-likho-adopts-new-tactics-to-spy-on-russian-government/
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Strengthen Security Strategy and Supply Chain Defenses: Adopt a zero-
trust security model to restrict automatic trust for all users, devices, and 
systems. Deploy cyber deception tools like honeypots and decoy files to 
detect early intrusion attempts. Regularly audit third-party and supply 
chain security to prevent indirect breaches through compromised partner 
systems.

Potential MITRE ATT&CK TTPs

TA0042
Resource 
Development

TA0001
Initial Access

TA0002
Execution

TA0003
Persistence

TA0005
Defense Evasion

TA0007
Discovery

TA0009
Collection

TA0011
Command and 
Control

T1583
Acquire 
Infrastructure

T1583.001
Domains

T1583.004
Server

T1588
Obtain Capabilities

T1588.001
Malware

T1608.001
Upload Malware

T1585.002
Email Accounts

T1566.001
Spearphishing 
Attachment

T1566.002
Spearphishing Link

T1566
Phishing

T1059
Command and 
Scripting Interpreter

T1059.001
PowerShell

Browser Security: Restrict browser extension installations to only 
approved, vetted extensions via centralized policy management. Regularly 
audit installed browser extensions across corporate devices, removing 
unknown or suspicious plugins.

Email Security: Implement advanced email filtering to detect phishing 
emails with invoice-like subject lines and attachments from unverified or 
spoofed senders. Deploy email authentication protocols like SPF, DKIM, 
and DMARC to reduce the risk of domain spoofing and email compromise.

Recommendations 

https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0042/
https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0009
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/techniques/T1583
https://attack.mitre.org/techniques/T1583/001
https://attack.mitre.org/techniques/T1583/004
https://attack.mitre.org/techniques/T1588
https://attack.mitre.org/techniques/T1588/001
https://attack.mitre.org/techniques/T1608/001
https://attack.mitre.org/techniques/T1585/002
https://attack.mitre.org/techniques/T1566/001
https://attack.mitre.org/techniques/T1566/002
https://attack.mitre.org/techniques/T1566
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1059/001
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TYPE VALUE

IPv4

18[.]231[.]162[.]77,
107[.]174[.]231[.]26,
142[.]54[.]185[.]178,
54[.]207[.]88[.]51

URL hxxps[:]//github[.]com/contaaws20251

Browser 
Extension 

ID

nplfchpahihleeejpjmodggckakhglee,
ckkjdiimhlanonhceggkfjlmjnenpmfm,
lkpiodmpjdhhhkdhdbnncigggodgdfli,
oppljeanncdedoikfggbcdkjbjpmhlgo

Domains

atual2025[.]com,
clientepj[.]com,
computadorpj[.]com,
financial-executive[.]com,
hamrah-tejarat[.]com,
nfe-fiscal[.]com,

Indicators of Compromise (IOCs)

T1059.003
Windows Command 
Shell

T1059.007
JavaScript

T1204.002
Malicious File

T1204
User Execution

T1547.001
Registry Run Keys / 
Startup Folder

T1547.009
Shortcut 
Modification

T1547
Boot or Logon 
Autostart Execution

T1176
Browser Extensions

T1546
Event Triggered 
Execution

T1546.016
Installer Packages

T1497
Virtualization/Sandb
ox Evasion

T1497.001
System Checks

T1548.002
Bypass User Account 
Control

T1036.001
Invalid Code 
Signature

T1070
Indicator Removal

T1070.004
File Deletion

T1070.009
Clear Persistence

T1007
System Service 
Discovery

T1083
File and Directory 
Discovery

T1056
Input Capture

T1056.003
Web Portal Capture

T1071
Application Layer 
Protocol

T1071.001
Web Protocols

T1105
Ingress Tool Transfer

https://attack.mitre.org/techniques/T1059/003
https://attack.mitre.org/techniques/T1059/007
https://attack.mitre.org/techniques/T1204/002
https://attack.mitre.org/techniques/T1204
https://attack.mitre.org/techniques/T1547/001
https://attack.mitre.org/techniques/T1547/009
https://attack.mitre.org/techniques/T1547
https://attack.mitre.org/techniques/T1176
https://attack.mitre.org/techniques/T1546
https://attack.mitre.org/techniques/T1546/016
https://attack.mitre.org/techniques/T1497
https://attack.mitre.org/techniques/T1497/001
https://attack.mitre.org/techniques/T1548/002
https://attack.mitre.org/techniques/T1036/001
https://attack.mitre.org/techniques/T1070
https://attack.mitre.org/techniques/T1070/004
https://attack.mitre.org/techniques/T1070/009
https://attack.mitre.org/techniques/T1007
https://attack.mitre.org/techniques/T1083
https://attack.mitre.org/techniques/T1056
https://attack.mitre.org/techniques/T1056/003
https://attack.mitre.org/techniques/T1071
https://attack.mitre.org/techniques/T1071/001
https://attack.mitre.org/techniques/T1105
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TYPE VALUE

Domains

ranchocentral[.]com,
servidor2025[.]com,
syarousi-search[.]com,
nf-eletronica[.]org,
relay[.]lombrelone[.]com,
webrelayapi[.]online

MD5

0353a0dbc9f016da09303ee1a3b75d2f,
0844863f61271a66aa015ad9dcf06e51,
0906079ea36374150e8d617145021147,
0a998db008d5a4bb25468eeeeaac8b44,
170cf97d5b48e63f52a0c5a40034cba4,
1d0de20947db8cc673a36c3ad2c2c195,
1dc5fb3e8b3e52ef16eb6e9451634302,
23eb9468f04b7ad1eb2ead4efa2342ba,
2769dd3214f6f09866401a5b4df2ec2e,
2e40ee3587f6a9e7b6e55e2542dd2a15,
324801048d4cae3613e3461066fbb42c,
33d04e8a112ad9209b165249f967cfe8,
3b7904ceacced9c6b27e4b9a622cbb6b,
43d3a6d7dda4369a9fe93e5689606ae9,
46f9751a0ed9666b93c115434093eac2,
4def6fe4b7f7d018377b21b40d2b8600,
5171cc256dd5725fcb7dc7bbe0965dda,
531aa37428cd0849af683bc314073189,
5aa3702095fa1c248968603eb842787f,
5c433c7e3c60562f8e3af773445d290b,
60d0ea728a9ffe749025516863e6efed,
63173c6a611f5c0633c9fe419a6acce2,
664424672d964a32bf96884dcc636c80,
6645245c890c880e2a47d9dd0e15cb83,
666e7765467a3cf0337880c92aa3f085,
69a61d9f28291f841c79a76828d85187,
74706fb1c99937bab18d8d1089ffcd96,
7b0bd22325896fd820246a9025ef0a80,
7bfc7569ef1db7a12352dee90ca72623,
830ab96a64f067f40c67fa0438796721,
83b36297191f3086d16bb5cbab39c44e,
85f1de2dc7d5ac2f2bd3b2aef021a36c,
85f95fec7c5c2f36f62a4126e580a13c,
8f7ea7be4386da8059546cc2a0646de1,
95dd9909a01a55a946006767b251f3e5,
97f5939048e0a83f0d6f05600d2f9542,
98899ba20c86ecf1d64608781de80c3f,
9a7b784874e343a55dea0ab35183c278,
9c684af15da207355889fe7d4dbe35ab,
a0a3a22edd7671cf1cefe2a53db6dd3b,
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TYPE VALUE

MD5

acf1521bc18e24891de6aeca55e61c6d,
b5b88044425ab8994856c9eec5a35cb6,
b969f8d6691a5d74200d52b9bab339c7,
bbdb2d90c80a5a2bfb6f0f0fe86f3559,
c1568382ff7e057efe1c02e3a590e017,
c18827f7f8f6e9652b97e31efde1cc5a,
c7bcc453584c21d5bce55fe2373d41ad,
ceb0177875b90946d08227b18803628d,
d0881696636dd6e4f6f0dd012edb78c5,
d3d01e99862091c639b64a7d1da43f63,
d936130d881c639ecdded9d417804aff,
dbf9108e87a449f4edfb6cd01bd05fba,
ddfb7c83bf37f47f72b9885077ac1081,
e05c634227a36f9ca6e1a1ebca7f38de,
e20139a8689fdde975d91d04b1cdab78,
e67e1ebf2e63bab3198a177c08782ac2,
ef53aa6b9fb3763fc1eaa6bd3af9a0c4,
f56fa78987202b69bd184c8ce3f057dc,
fc0018bcf99793929cbab5a9ee447d4c

SHA1

5723cfbec0371d08d089017d0fe53906b5354498,
84405c17a5c7b78ed9e637f0c0009295ef0c632b,
fffd9d328fbb27285c3e7c1e2c812736985ce482,
747c79f9c0f1693709dec3c521995a7af3642515,
4594f638b30290c1f8196dc8eae558934cf6b20f,
92af4b4733a7afd979bce1ad9892256a7a76bb87,
6ba1af8bc92127be44d18451b9c10d9d94565e0a,
e3b68a93688f8ff801336cc9d5e46ce4a4822fff,
93295d2f085f13b03d6bd8becb5cdf277307249b,
bbea981ce922497eb28de9399abf55c1fad3f3f6,
7bb6681cd789f8640ebb3f448d79fc3a5db1e2ac,
517176001dc749098aedc7be424eb0de3d8d4bd8,
170a5d58c8dd577340d340982a690f70646828e1,
95d0f18ae7a30a78386e49acd788b3f18da79663,
bcfb10ac2785dbf06c610e73149725faa2206e83,
780e7e7243282e164fca585403b8b0d70edee736,
03424d93a4b7ef8215cc400b9592b1e4531d4771,
571a6fd38d389e2d812b2c7f8c53370f9862b188,
b176474e39c23603ea87de842645bb389a5caedf,
dc47f68a835a713715dcc0752deccbf8e74cf606,
881fd1823fcc67690ec444dd17bb7b68eeb7ef42,
7ef6997553945792f162f69c060de380c4df2e92,
9089a0ac734c1e61f497ed373cec0dfcd4c4306a,
c0c7f0662c6fa4798332664f23736eed895cb3ce,
cdb35be5658164ba8d9f9e9e817b154ef6bf5e24,
97b2717507ffbb5d4abd91fa3d061e952ac0f217,
8f85c35b803ac96091ad8484254b81b828408c5b,
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TYPE VALUE

SHA1

2fff70c6670466e2e56817f4ea548dd0f1376430,
519dbbc674182934cd2dda5a229b44a6707e87e7,
d0da6694ee450606cea9a664f8525252788d80e6,
370b7ba5acad64f1107df448509d26af25a41901,
8014c678bbf130ef444b76d177679b3183954bfb,
19f0fa67b474429c4eeb0befd7a05ebc70caae94,
4e0812d11ee4344e599d5c8a5f52e3e0664d2642,
d6e2802d31bb0bf608883c7ab81ec7c56f6dc3be,
df8c7dca4433dea9eb804ff6e30cba16b9152d05,
2fccced92ab2b748b84a968f72f59f8e165b14d0,
66b0392afdef5cf385a749dcd324d6e9c4c211f9,
32aec47ff33d742d98c8a0f10cd36707397d93ab,
67a41cd4eee2b85806227752c18b592f488e7536,
b019a7e35b3707dc2c7951af134ad388ead18e2a,
5db34fb55bbce1bfbe2890ec21dd434ed3882dd7,
4db1b9ddd56173525dc26506832d516dbbb82db0,
30e463796a79c7694d1bc574f8f4bc2a7943b795,
65dc515a91fa57be682874257da817631b7f2cbf,
2b3243c4e1ba593b556835bc13ebda146ff104fd,
8191beacc481c122cf8fac490eb0fd2b7553cc44,
00000cabc4845ac8f83aef49a8829dcdb2532ffd,
c7cd7e580a8aa8cdb79245f59027d9f281ef6da2,
37da771c801b2a458dd99b35f8db239504a6bb6e,
91bd1c7b874e5c01daa0b73a6518299d2716e559,
9aaa4a515d39feab7aa2b250698a7adbabc4f2c7,
18faefd144e4059485451b0de206994218c5ca61,
188c7649f2a0afdc9c53404fad7042cf37bedfef,
a378c1572202986886faf22bc4ee5be7d347e3a8,
af9c6eb6e4491e8d64eee363fed84185d99cc8b2,
1f0bf6bb09827b1e640bcf6dc3158097c12669cb,
ab03e650e73066a4144ecb0e38e4df31255440e3,
3eeb3c585dfe0344873e7132b1f5d732b64fdb70

SHA256

bae3cce0cbe6a0227ed33fe566f0e8fe4780f2a57743acc98f6859740d2d
254d,
a3d85fad74a24a9fc45b91c82f178a6bf5eb041804ecfb4f2c529622772e8
b8f,
f349010a752484df873c6b00f9949bd986052e28660fb9da4d50a9fe654
6a61f,
4e8911f412b8bdcd14f3d59a520f3a247881b1e03435314e259152a6cd2
29a60,
51f9e59f72549f45d6c77cd9492b24a699ebcfe599a37508d6768f96c69c
0013,
af1f0f5907822d9ec734a992880b596205e85b1f13ab219043356520d26
c0536,
1e87a8c3ce82fa83adbf832d00ebad5cc68ad02ea8f2257f6c4b1b9f996c
4e13,
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TYPE VALUE

SHA256

07f7ce55e75afda05241c70710d5c6769909d94193e41b370a29b5dca3e
f1f3d,
e193b19689ac577ee138f1521817906fbb58e15b93563e8d60569ea23c
aa5c4e,
fa1292c6996c19849c9a8a74c190276ac655a7f53bbd1dd2a831e141096
9dff6,
7e75683addbb186cb4bd234e754a097bff4d0e529d9b82b7454851f15a
859a09,
e1b09ac54179c487b68e25bd938b963b50e037639e4482488ee60ae775
2434a7,
14db2e49a5234ae0f49e1df57da2db7c646347c9a5f18dbff35f3c564da4
8fdf,
fd084fcc0405bc255369b7e40276e5076db5fafa0a8c859e46b7c474e37b
8f2e,
721047615331748b04400c7f1d43627f439feba8e17cc14355a6577d9f1
20988,
510db924e0e130ac8d87ba17fce6209a221b549bf4dd8a9b672ccd756e8
480f5,
5d0a3e7df85fe3150dbcd9229fa1015701cdb844a68a099f720b6eb18f97
a3fd,
4a6d6670556d735258830be327fc21f1c9b06fa40a720a1a5249dadb8b2
c70b7,
a6a1987bff904eca067121a8fba91ab50008560fdd39547e720f698ed651
6468,
d80acee5688ba6f56640f77ab8719b45a3002c98b6b43c79d1d963ec292
41b3d,
d5d5e9b91321b11103a548729832c4ed3fb6465e9a059ac2ba8365899c
1fa864,
bf4faeebd8873a27d77643e4e7ffcc6d793b396252b5788868886d08120
3f1a8,
b13c1c2e5af41bafe7356bc974cdd77bf4aa40ef36001301a240091ab734
b6b9,
46ff9565e31f15db54a1e661b5654dade5a0f3d09cabbaa5312a654aef2b
6dab,
8f2e76968370ed2fe34f1b5148a06580bd21df426ad960d10c3323885d6
55fc2,
9233a51cf93e0c0518cda2d333c6cee03fe62a6ce2f058af88ac295c1281f
5a6,
4969e5e05eb9d098a9f3dd366dce99c05927ff462b8d2637b7f3975723c
325b6,
a42b08566fefc01c6197bebd8ac25abe5abf8eb1a6390997ebf48b399279
1f86,
333c037c9bb3ca75c92e5e2b3dd884df387a4ab73f8f9c8efc39c27e43b9
c317,
698fb4a365fe8f2798acc10a7fe50ac1d247d96b82935300195358247a4f
cdc9,
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TYPE VALUE

SHA256

c9b193708fa1ce5827f716094da04634977a24b5123efba782034bfa924
5a33d,
7838cbf8aa4b64a425aa5df0ef2bc6d17c12a018f085e73c50ac6f3a1865
53f0,
d9dd2a9d82250bb2860014e8b819e258c1565aaf94a5014a962f3d34ba
b05697,
a9c42f11e75c3525d8d0f3f036c2f603e60fe102fc68b8f22a8b4c8177965
2a2,
c567f1564602f5c6b24af521900bc6ab0ab15e8edab6f531927891d418df
201d,
214fdc967fa82756c0a06f984c66920167fcf3b15399d4e890ad708a67eb
afe1,
34f4b3b40f4fc5f9489d493aa39d891c8be4f394356ff0a9e4e6a59ca1911
0ea,
22ac1595064d31b5b4c816dee72a4a3eb31221661e6ee0cc6a103b5da8
d95d1f,
135ddfdd7e252cd35704d378a2aec88e81d013aea418b4c9bb11675259
df7a0a,
1f320e9295db50008784a61cb0a85f47a60af5ed874ae9f8720a76caad42
2708,
499bded154151cb3b4cad7d15de043bec60c8689f70fe8739fafb6aef9c7
11f1,
79f36a9a16e9af0a3ed438691d1f7b52e8241983dd8faf77ed6e505a62d
beac4,
bf1350c7a753ab98533e5937dedadfb8730c885d37acdf074e347e3eb39
86f29,
268087c834f3080122ebd70d9db6353318756507a3c2d168b557be724d
aac72e,
84463241f0b57598e336497a4f221f2b2a447eea56ee37a9a14f48a2af80
0029,
77add700b03756e5c0fc23df8ecb0f298889070260ca2aecb80fedb62637
9c0e,
508a4646dbf7deaa99eee8db6b21e36c14c1570f627b31a264e8fa84e7d
b063b,
ec00a674d55c6bd6907b584090b2bd9ff2eb3433e2276fc2b0e0366cdae
63875,
8c9ea06032cd4f0dbed1db51e25df78d681bae2551a1628b6fcdbb00e3e
83fa5,
09824e2d82d8e9681dcc3196fdc4a14f9074c84eb90571140957359ddb9
09859,
8446a0e9b9179cca4622fdc739bc65e0626438cecf60a65d99626d44aa0
984f2,
ec6a40e329d3fcb8a751ea92875db161bb983575f5ec9a5c1aedd2a8131
df56d,
12155ad4d117ea2b13131df52de4045e635e100d45bac057d6f5674e89
4dec99,
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TYPE VALUE

SHA256

b31afa0814439a5b080dddcbdced6049d2038656174fc12ea0f8503c785
3c372,
37e2db3f730694135c02d6420156a58628d773ba467c2e7de534148a91
b050ca,
782b9e49b3977748efba0c61c425636d16f1ed20af20c0ddd0af8a2badaf
4cf5,
9e37d6ec758c5e66935ec20e2cef2b1deace37a8b26d52757145cc12ecb
61391,
dbac753c85a032edd290a03c8556677c6af6ce316afdf29e8b5012aad8e5
61f0,
89be5190f71185821d657f9df2c1112f61099ad23c8c668bb4d03ccfbed2
8430

https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/operation-phantom-enigma
https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/operation-phantom-enigma
https://hivepro.com/threat-advisory/awaken-likho-adopts-new-tactics-to-spy-on-russian-government/
https://hivepro.com/threat-advisory/awaken-likho-adopts-new-tactics-to-spy-on-russian-government/
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More at www.hivepro.com

What Next?
At Hive Pro, it is our mission to detect the most likely threats to your 
organization and to help you prevent them from happening.

Book a free demo with HivePro Uni5: Threat Exposure
Management Platform.

https://www.hivepro.com/
https://www.hivepro.com/
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