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Summary

Malware: PEAKLIGHT Downloader, Lumma Stealer, SHADOWLADDER (aka Hijack Loader,
DOlLoader, IDAT Loader), CryptBot

Affected Platform: Windows

Targeted Region: Worldwide

Attack: The PEAKLIGHT Downloader is an advanced and elusive malware designed to
operate entirely in memory, making it exceptionally difficult to detect. This heavily
obfuscated threat specifically targets Windows systems, intending to deploy information
stealers and loaders.

X Attack Regions

¢ THREAT ADVISORY e ATTACK REPORT (Amber) 2| g¥Hive Pro



Attack Details

The PEAKLIGHT Downloader is advanced, stealthy malware engineered to

# 1 operate exclusively in memory. This PowerShell-based downloader is
heavily obfuscated and programmed to search for specific hard-coded
filenames on the targeted system, with the ultimate objective of deploying
information stealers and loaders on Windows systems.

Notable malware strains distributed through this method include Lumma

# 2 Stealer, SHADOWLADDER (also known as DOlLoader, IDAT Loader, or Hijack
Loader), and CryptBot, all offered under the malware-as-a-service model.
The infection chain typically begins when victims download pirated movies,
where LNK files disguised as ZIP archives are embedded.

movie, they inadvertently execute the LNK file, which connects to a content
delivery network (CDN) hosting an obfuscated memory-only JavaScript
dropper. This dropper then executes the PEAKLIGHT PowerShell
downloader script.

:E 3 When the user opens the downloaded archive, expecting to access the

Some variations of the LNK files use asterisks as wildcards to invoke the

#4 legitimate mshta.exe binary, covertly running malicious code retrieved from
a remote server. The droppers are known to embed both hex-encoded and
Base64-encoded PowerShell payloads.

and Control (C2) server, the attacker’s command hub for issuing instructions
and retrieving data. By storing the malware on a CDN and executing it
directly in memory, the attack chain avoids leaving significant traces on the
system’s hard drive, thereby enhancing its ability to evade detection.

:E 5 Once active, the PEAKLIGHT Downloader connects to a remote Command

Recommendations

F) Enhance File Download Security: Educate users about the risks of downloading
- 4 pirated content and the potential for embedded malware. Implement web
g filtering solutions to block access to known malicious sites and file-sharing
platforms.

2

# Strengthen Network Security Measures: Implement network segmentation to
- . limit the spread of malware within the network. Use firewalls and intrusion
o ] detection systems (IDS) to monitor and block malicious traffic.
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Configure Application Whitelisting: Apply application whitelisting policies to
only allow approved applications and executables to run on systems. This can
prevent unauthorized scripts or executables from being executed. Regularly

review and update the whitelist to accommodate legitimate applications while

blocking potentially harmful ones.

Implement Machine Learning-Based Anomaly Detection: Deploy machine
learning models that analyze normal system behavior and identify deviations
indicative of potential threats. These models can detect unusual patterns in

network traffic, file access, and system processes. Continuously train and update
the models with new data to improve their accuracy and reduce false positives.

¥ Potential MITRE ATT&CK TTPs

TA0001

Initial Access

TA0011

Command and
Control

T1189
Drive-by
Compromise

T1041
Exfiltration Over C2
Channel

T1574.007

Path Interception by
PATH Environment
Variable

X Indicators of Compromise (I0Cs)

TA0002

Execution

TA0010

Exfiltration

T1059.001

PowerShell

T1071.001

Web Protocols

T1218

System Binary Proxy
Execution

TA0005

Defense Evasion

T1057

Process Discovery

T1059

Command and
Scripting Interpreter

T1105

Ingress Tool Transfer

T1218.005
Mshta

TA0007

Discovery

T1083

File and Directory
Discovery

T1203

Exploitation for
Client Execution

T1027

Obfuscated Files or
Information

T1518

Software Discovery

hxxps|[:]//fatodex[.]b-cdn[.]net/fatodex,
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5 References

https://cloud.google.com/blog/topics/threat-intelligence/peaklight-decoding-stealthy-
memory-only-malware/
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What Next?

At Hive Pro, it is our mission to detect the most likely threats to your
organization and to help you prevent them from happening.

Book a free demo with HivePro Uni5: Threat Exposure
Management Platform.

Uni5 Threat
Exposure
Management
R 22
X)) &

"
(@)
%, 9
(N
© Q

REPORT GENERATED ON
August 26, 2024 .7:30 AM

© 2024 All Rights are Reserved by Hive Pro

More at www.hivepro.com


https://www.hivepro.com/
https://www.hivepro.com/

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6

