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Summary

Attack Began: July 2023

Malware: HijackLoader

Attack Region: Worldwide

Attack: A new malware loader, HijackLoader, is swiftly gaining prominence within the
cybercriminal sphere, being leveraged to disseminate an array of malicious malware
strains, including DanaBot, SystemBC, and RedLine Stealer.
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¢ THREAT ADVISORY e ATTACK REPORT (Amber) 2| grHive Pro



Attack Details

A novel malware loader, named HijackLoader, is rapidly gaining prominence

# 1 within the cybercriminal underworld, where it is harnessed to deploy
various malicious malware families, including DanaBot, SystemBC, and
RedLine Stealer. Initially observed in July 2023, HijackLoader employs
syscalls to elude detection by security solutions and integrates embedded
modules, enabling versatile code injection and execution.

The precise initial access vector employed for infiltrating targets remains

# 2 undisclosed. Upon execution, HijackLoader initiates by running a modified
Windows C Runtime function. Despite its anti-analysis countermeasures,
the loader features a central instrumentation module, facilitating adaptable
code injection and execution via embedded components. Persistence on
the compromised host is achieved by generating a shortcut file (LNK) within
the Windows Startup folder, which is directed to a Background Intelligent
Transfer Service (BITS) job.

Recommendations

?#  persistence Monitoring: Regularly monitor Windows Startup folders and
- o other system areas for unusual or unauthorized changes, which could
' indicate persistent threats like HijackLoader.

Qip Firewalls and Intrusion Detection Systems (IDS): Use firewalls and IDS
— solutions that can analyze network traffic and syscalls to detect and block
*y malicious activity.

(\ip Application Whitelisting: Consider implementing application whitelisting
= to allow only authorized applications to run on systems, reducing the risk
*y of unapproved software like HijackLoader executing.

## Zero Trust Model: Adopt a Zero Trust security model, which requires
- : verification from anyone trying to access resources on a network,
[ regardless of location, to minimize the attack surface.
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X Indicators of Compromise (I0Cs)

7bd39678ac3452bf55359b44c5192b79412ceb61a82cd72eef88f91abas
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792¢€eb,
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4c29ca,
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431843,
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hxxps://www.4sync[.]Jcom/web/directDownload/KFtZysVO/4jBKM7RO.
baa89a7b43a7b73227f22ae561718f7f,
hxxps://geupdate-service[.]bond/img/3344379399.png
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What Next?

At Hive Pro, it is our mission to detect the most likely threats to your
organization and to help you prevent them from happening.

Book a free demo with HivePro Uni5: Threat Exposure
Management Platform.

Uni5 Threat
Exposure
Management
R 22
X)) &

"
(@)
%, 9
(N
© Q

REPORT GENERATED ON
September 11, 2023.7:00 AM

© 2023 All Rights are Reserved by Hive Pro”

More at www.hivepro.com


https://www.hivepro.com/
https://www.hivepro.com/

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5

