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First Seen: May 2020

Malware: Scarab Ransomware, Spacecolon

Threat Actor: CosmicBeetle

Attack Region: Thailand, Israel, Poland, Brazil, Turkey, Mexico

Targeted Industry: Hospital, Hospitality, Insurance, Government, Entertainment,
Education

Attack: CosmicBeetle, an active cyber threat group, has been utilizing a malicious

toolset called Spacecolon in an ongoing campaign. This toolset is used to distribute
variants of the Scarab ransomware by targeting vulnerable web servers and exploiting
weaknesses in RDP credentials.

AFFECTED yA3:{e CISA
NAME PRODUCT -DAY KEV PATCH

Microsoft Netlogon
CVE-2020- Privilege Escalation Microsoft Q Q
1472 Vulnerability Netlogon
(ZeroLogon)




#1

#2

#3

#4

Zeppelin

ZeroLogon Vulnerability Mitigation:

Robust Backup Strategy:

patching
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TA0043

Reconnaissance

TA0003

Persistence

TA0009

Collection

T1595.002

Vulnerability Scanning

T1190

Exploit Public-Facing
Application

T1053.005
Scheduled Task

T1543.003

Windows Service

T1003.001
LSASS Memory

T1041
Exfiltration Over C2
Channel

TA0042

Resource
Development

TA0005

Defense Evasion

TA0010

Exfiltration

T1583.001

Domains

11059.003

Windows Command
Shell

T1133

External Remote
Services

T1078.003

Local Accounts

T1082

System Information
Discovery

T1095

Non-Application Layer
Protocol

TA0001

Initial Access

TA0006

Credential Access

TA0011

Command and
Control

T1587.001

Malware

T1059.001

PowerShell

T1547.001

Registry Run Keys /
Startup Folder

T1140

Deobfuscate/Decode
Files or Information

T1115
Clipboard Data

T1529

System
Shutdown/Reboot

TA0002

Execution

TA0007

Discovery

TA0040

Impact

T1587.003

Digital Certificates

T1059.005

Visual Basic

T1136.001

Local Account

T1070.001

Clear Windows Event
Logs

T1071.001

Web Protocols

T1486

Data Encrypted for
Impact

%USERPROFILE%\Music),
%ALLUSERSPROFILE%\

46EADAE6-8B81-84CA-93DA-BB29377B2ACO0,
7F57FB1B-3D23-F225-D2E8-FD6FCF7731DC



https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0043
https://attack.mitre.org/tactics/TA0043
https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0009
https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/tactics/TA0040
https://attack.mitre.org/techniques/T1595/002
https://attack.mitre.org/techniques/T1583/001
https://attack.mitre.org/techniques/T1587/001
https://attack.mitre.org/techniques/T1587/003
https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1059/003
https://attack.mitre.org/techniques/T1059/001
https://attack.mitre.org/techniques/T1059/005
https://attack.mitre.org/techniques/T1053/005
https://attack.mitre.org/techniques/T1133
https://attack.mitre.org/techniques/T1547/001
https://attack.mitre.org/techniques/T1136/001
https://attack.mitre.org/techniques/T1543/003
https://attack.mitre.org/techniques/T1078/003
https://attack.mitre.org/techniques/T1140
https://attack.mitre.org/techniques/T1070/001
https://attack.mitre.org/techniques/T1003/001
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1115
https://attack.mitre.org/techniques/T1071/001
https://attack.mitre.org/techniques/T1041
https://attack.mitre.org/techniques/T1095
https://attack.mitre.org/techniques/T1529
https://attack.mitre.org/techniques/T1486

Domains

VALUE

40B8AF12EA6F89DB6ED635037FA68AADEE7F4ACASG,
1CB9320C010065E18881FOAAAOB72FC7C5F85956,
EF911DB066866FE2734038A35A3B298359EDABCE,
0A2FA26D6EAB6ESB74AD54D37C82DEES3ES8OBDD7,
B916535362E2B691C6AEF76021944B4A23DDE190,
95931DEOAA6D96568ACEBC11E551E8E1305BF003,
6700AFB03934B01B0B2A9885799322307E3299D5,
4B07391434332E4AF8FAADF61F288E48389BCEAQS,
BOCF8B18A84655DOESEF1BB14C60763CEFFF9686,
E2EAA1EEOB51CAF803CEEDD7D3452577B6FE7A8D,
8F1374D4D6CC2899DA1251DEO325A7095E719EDC,
2E4A85269BA1FDBA74A49B0ODF3397D6E4397DB78,
7AA1A41F561993C4CCA9361F9BAEF2BO0OE31CO5D,
7BC7EEAAF635A45BC2056C468C4C42CCACT7B8FO5

3.76.107[.]228,
87.251.64[.]19,
87.251.64[.]57,
87.251.67[.]163,
162.255.119[.]146,
185.170.144[.]190,
185.202.0[.]149,
193.37.69[.]152,
193.37.69[.]153,
193.149.185[.]23,
206.188.196[.]104,
213.232.255[.]131

u.piii[.]net,
up.awiki[.]org,
ss.688][.]org,
akamaicdnupl[.]Jcom,
b.688[.]org,
sys.688|[.]org,
update.inet2[.]org,
up.vctel[.]Jcom,
u.cbul.]net,
update.cbul.]net,
cdnupdate[.]net



https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-1472
https://www.welivesecurity.com/en/eset-research/scarabs-colon-izing-vulnerable-servers/
https://www.hivepro.com/zeppelin-ransomware-target-organization-in-europe-and-usa/
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