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Attack Began: February 2023

Malware: QuiteRAT, CollectionRAT

Threat Actor: Lazarus Group

Attack Region: Europe and the U.S.

Targeted Industry: Healthcare, IT, Critical Infrastructure

Attack: The Lazarus Group, a threat actor associated with North Korea, has been
detected utilizing a recently patched critical security vulnerability in Zoho
ManageEngine ServiceDesk Plus. This vulnerability was exploited to deploy a remote
access trojan known as QuiteRAT.

AFFECTED yA:{e CISA
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Zoho ManageEngine
CVE-2022- Multiple Products Zoho Q Q
47966 Remote Code ManageEngine
Execution Vulnerability
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MagicRAT

Andariel


https://www.hivepro.com/andariel-group-unleashes-new-earlyrat-malware/
https://www.hivepro.com/lazarus-deploys-new-attack-tool-magicrat-to-target-organizations-worldwide/
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146[.14[.]21[.]94,
109[.]248][.]150[.]13,
108[.]61[.]186[.]55:443



https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0004
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0009
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1574/002
https://attack.mitre.org/techniques/T1497
https://attack.mitre.org/techniques/T1056
https://attack.mitre.org/techniques/T1018
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1518/001
https://attack.mitre.org/techniques/T1087/002
https://attack.mitre.org/techniques/T1071
https://attack.mitre.org/techniques/T1095
https://attack.mitre.org/techniques/T1105
https://attack.mitre.org/techniques/T1574

SHA256

VALUE

db6a9934570fa98a93a979e7e0e218e0c9710e5a787b18c6948f2eed
d9338984,
773760fd71d52457ba53a314f15dddb1a74e8b2f5a90e5e150dead8a
21aa76df,
05e9fe8e9e693cb073ba82096¢c291145c¢953ca3a3f803974f9c66d15¢
la3alild,
ed8ec7a8dd089019cfd29143f008fa0951c56a35d73b2e1b27431515
2d0cOeeb,
€3027062e602c¢5d1812c039739e2f93fc78341a67b77692567a46909
35123abe

hxxp[://1146[.]14[.]21[.]94/tmp/tmp/comp][.]dat,
hxxp[://1146[.]14[.]21[.]94/tmp/tmp/log[.]php,
hxxp[://1146[.]14[.]21[.]94/tmp/tmp/logs[.]php,
hxxp[://]ec2-15-207-207-64[.]Jap-south-
1[.Jcompute[.Jamazonaws[.]Jcom/resource/main/rawmail[.]php,
hxxp[://]1109[.]248[.]150[.]13/EsaFin[.]exe,
hxxp[://1146[.]4[.]21[.]94/boards/boardindex|[.]php,
hxxp[://1146[.]4[.]21[.]94/editor/common/cmod


https://www.manageengine.com/security/advisory/CVE/cve-2022-47966.html
https://blog.talosintelligence.com/lazarus-quiterat/
https://blog.talosintelligence.com/lazarus-collectionrat/
https://www.hivepro.com/lazarus-deploys-new-attack-tool-magicrat-to-target-organizations-worldwide/
https://www.hivepro.com/lazarus-deploys-new-attack-tool-magicrat-to-target-organizations-worldwide/
https://www.hivepro.com/andariel-group-unleashes-new-earlyrat-malware/
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