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Attack Began: June 2023

Malware: Cuba ransomware (aka Fidel, COLDDRAW), BUGHATCH, and BURNTCIGAR
Attack Region: Bolivia, Chile, Colombia, Costa Rica, Cuba, Dominican Republic, Ecuador,
El Salvador, Guatemala, Haiti, Honduras, Mexico, Nicaragua, Panama, Paraguay, Puerto
Rico, Uruguay, USA

Targeted Industry: Critical Infrastructure and IT.

Attack: The Cuba ransomware has targeted attacks on critical infrastructure
organizations in the United States and IT enterprises across Latin America. In order to
acquire credentials, it employs a blend of old and contemporary tools and leverages
CVE-2023-27532 to extract credentials.
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SHA256

VALUE

58ba30052d249805caae0107a0e2a5a3cb85f3000ba5479fafb7767¢e
2a5a78f3,
3a8b7c1fe9bd9451c0a51e4122605efc98e7ed4el13ed117139a13e474
9e211edO,
cf87a44c575d391df668123b05c207eef04b91e54300d1cbbec2f48f5
209d4a4,
765d84ae85561bf5dbc1187da2b2cef91dad9f222bccbcf2cl2cacd36e
44bcffd,
1c2d7f19f8c12e055e1ba8cdf5334e6ch5510847783fbe36121a35ad7
0f09eb3,
9b1b15a3aacb0e786a608726c3abfc94968915cedcbd239ddf903c4a
54bfcfOc,
4b5229b3250c8c08b98ch710d6c056144271de099a57ae09f5d2097f
c41bd4fi,
075de997497262a9d105afeadaaefc6348b25ce0e0126505c24aa939
6c251e85,
Bd93d88cb70f1e33ff83de4d084bb2b247d0b2a9cec61ae45745f2da
85ca82d2
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https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/
https://www.veeam.com/kb4424
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Contextualize

Uni5 Threat
Exposure
Management

REPORT GENERATED ON


https://www.hivepro.com/
https://www.hivepro.com/

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6

