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Summary

Adobe has released security updates in Adobe Illustrator that addresses
critical vulnerabilities at priority 3 (as per Adobe). These vulnerabilities
could lead to arbitrary code execution on target systems and memory leak.

% CVEs
CVE NAME PATCH
CVE-2022-30637
CVE-2022-30638
CVE-2022-30639
CVE-2022-30640
CVE-2022-30641
CVE-2022-30642
CVE-2022-30643
CVE-2022-30644
CVE-2022-30645
CVE-2022-30646
CVE-2022-30647
CVE-2022-30648
CVE-2022-30649

Arbitrary code execution
for Adobe lllustrator
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Technical Details

Adobe has addressed its critical vulnerabilities and released an update
for Adobe Illustrators 2022. This resolves security flaws that could
allow the attackers to compromise vulnerable systems and trick
victims to open files and execute arbitrary code on the system.

Users and organizations are encouraged to mitigate the situation by
installing either Illustrator 2021 version 25.4.6 or lllustrator 2022
26.3.1 as soon as possible

¥ Vulnerability Details

CVEID AFFECTED PRODUCTS AFFECTED CPE CWEID
CVE-2022-30637 CWE-787
CVE-2022-30638 CWE-20
CVE-2022-30639 CWE-787
CVE-2022-30640 CWE-787
CVE-2022-30641 CWE-787
CVE-2022-30642  Mustrator 2022: _ cpe:2.3:a:adobe:adobe |  CWE-787

26.0.2 and earlier versions lustrator cc:26. 3% %k
CVE-2022-30643 st = CWE-787
CVE-2022-30644  'Nustrator 2021: . CWE-416

25.4.5 and earlier versions
CVE-2022-30645 CWE-787
CVE-2022-30646 CWE-20
CVE-2022-30647 CWE-416
CVE-2022-30648 CWE-416
CVE-2022-30649 CWE-787

5 Patch Links

https://www.adobe.com/products/catalog.html

S5 References

https://helpx.adobe.com/security/products/illustrator/apsb22-26.html
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What Next?

Book a free demo with HivePro Uni5 to check your exposure to
this advisory. HivePro Uni5 is a Threat Exposure Management
Solution that proactively reduces an organization’s attack surface
before it gets exploited.

ATTACKS

At Hive Pro we take a long hard look at your vulnerabilities so you
can bolster your defenses and fine-tune your offensive
cybersecurity tactics.
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