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Vulnerability Details

CVE ID
Affected 
Products

Affected CPE Vulnerability Name CWE ID

CVE-2021-37974

Google 
Chrome up to 
94.0.4606.61

cpe:2.3:a:google:chrom
e:*:*:*:*:*:*:*:*

Google Chrome Safe 
Browsing code execution

CWE-416

CVE-2021-37975
Google Chrome V8 code 
execution

CVE-2021-37976
Google Chrome core 
information disclosure

CWE-200

References

Patch Link

https://chromereleases.googleblog.com/2021/09/stable-channel-update-for-desktop_30.html

https://www.bleepingcomputer.com/news/security/google-pushes-emergency-chrome-update-to-fix-two-zero-days/

Google has published an emergency fix (94.0.4606.71) to address the latest zero-day 
vulnerabilities (CVE-2021-37975, CVE-2021-37976). These are the fourth and fifth zero 
days of the month. These flaws have been exploited in the wild. This patch also addresses 
a code execution issue (CVE-2021-37974).

https://chromereleases.googleblog.com/2021/09/stable-channel-update-for-desktop_30.html
https://www.bleepingcomputer.com/news/security/google-pushes-emergency-chrome-update-to-fix-two-zero-days/

